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Problem: Applications have parts 

- Lack of mutual trust 

- Need to communicate

Solution: Compartmentalize programs

Why: 

- Principle of Least Privilege

- Defense in Depth

Compartments

- Application-level abstraction of isolation

- Have conceptually different roles

- Have private/shared data and code

- Communicate: control flow and data flow

Protects:

- Compartments (Security Division)

- Memory VMAs (Cells)

By

- Cell-granularity access control

- Checked user insts. for compartment switch, perm. transfers

Goals:

- Security: Prevents Privilege Escalation

- Performance: Low overhead compartmentalization

- Flexibility: Compatible with generic isolation policies

Prototyped on in-order RISC-V Rocketchip

- 8-cycle compartment switch

- 32x fewer TLB entries with 99.9%+ hit rate

- Permission transfers implemented in firmware (OpenSBI)
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